	

	Job announcement 

	Company
	Cyber Protection and Privacy Services – CPP Services 

	Department
	Blue Team

	Title
	Senior/Intermediate Cyber Security Engineer

	Introduction:

CPP Services is an IT consultancy company founded in 2019, it represents a new, innovative and secure option in Cyber Security area on our market. Our company is created by experts which are open to all senior and young, innovative and enthusiastic people who whants to develop their skills and fulfil their potential in organization with one main goal - help companies and institutions with Cyber security development and improvement.
From 2023 the company became part of Balkan wide recognized & market leading group - Infosoft Group with more than 30 years of experience;
Our consultants' expertise is recognized by many customers and clients which even more motivates the team to become a respectable leader in improvement of Cyber Security.


	
What You’ll Do - Key responsibilities
· Provide analysis, monitoring and trending of security events and logs from large number of heterogeneous security devices;
· Provide Incident Response (IR) support when analysis confirms actionable incident;
· Develop and maintain security related policies, procedures and play-books for Incident Response and Security Operations;
· Provide threat and vulnerability analysis as well as security advisory services
· Analyze and respond to previously undisclosed software and hardware vulnerabilities;
· Design, implement and maintain use-cases for the SIEM solution;
· Investigate, document, and report on information security issues and emerging trends;
· Analyze and verify implementation of best security practices and regularly check for security compliance and recommendation in the IT Infrastructure.
· Project Management and Case management.
· Perform security-related projects.
· Learning and analyzing the 0-day attacks and preparing detection rules.
· Creating collection rules depends on possible attacks scenarios.
· Journey with MITRE ATT&CK framework.

	
What You’ll Need to be Successful
· Bachelor’s degree in Computer Science, Computer Information Systems, or another related field, candidates with lower qualifications will also be considered. 
· At least 1 years IT related experience as a Security/System/Network Administrator or equivalent knowledge
· Knowledge of security related technologies such as Malware prevention, Network security, Security Information and Event Management (SIEM), vulnerability scanners and anomaly detection tools
· Strong knowledge of Windows Operating System 
· Basic knowledge of Linux Operating System
· Understanding with security vulnerabilities in common operation systems, web applications, network, including knowledge of remediation procedures
· Experience analyzing new requirements and making security recommendation based on business objectives
· Fluent English language, both spoken and written.
· Knowledge of various security methodologies, processes, IT/IS industry standards and best practices
· Knowledge of network technologies.
Specific requirements:
· Experience in CTF or Penetration Testing
· Experience with Cyber Security Standards;
· Experience and knowledge of Cloud Technologies (AWS, Azure, GCP);
· Experience with Threat Intelligence;
· Knowledge of Advanced Threat Management;
· Experience in Project Management;
· Experience in IT Risk Management;
· Acquired certificates of core competence;

	
What you can expect from us

· In addition to a competitive base salary, this position provides incentive compensation that rewards the individual based upon assigned objectives. Statutory benefits also provided in accordance with local laws and practice.
· Great opportunity to join a Balkan wide recognized & market leading group - InfoSoft Group with 30 years of experience;
· Liberal and enriching environment for experiencing state-of-the-art technologies; 
· Excellent team-oriented, dynamic working environment
· Challenging, engaging and varied tasks
· Personal and technical skills development with certified trainings
· Additional private health insurance;
· Work from home option (hybrid) on request 


	
Qualified candidates should submit the letter of interest and their CV, to the following email address: hr@infosoftsystems.mk with „Subject” indication: Senior/Intermediate Cyber Security Engineer
Only qualified candidates will be called on interview. 
The CV-s must be in English. The closing date for applications is 12th May 2023.

The personal information that you will submit through your application, will be protected and used only for recruiting purposes, according to the legislation for the protection of personal information, the Law on Personal Data Protection ("Official Gazette of the Republic of Macedonia" No. 7/05, 103/08, 124/08, 124/10, 135/2011, 43/2014 and 153/15).




